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Multidisciplinario

CONTEXTO

* Las redes dentro de una organizacion juegan un
papel muy importante que se centra en mantener
la comunicacion entre las diferentes computadoras
y dispositivos de comunicacion que pertenecen a
esta.

>

e La administracion de una red no es una tarea facil
porque cuando se presenta una falla puede
resultar complicado encontrar la causa raiz que lo
genera, por lo que es importante darle soporte, asi
como monitorear su funcionamiento.
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¢QUE EL MONITOREO?

En términos de redes se
define como un acto de
supervision, de recuperacion
de informacion y verificacion
de |la operatividad de los
recursos que componen a
una red.
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El monitoreo permite ...

|dentificacion y resolucion de problemas en

términos de:

e Disponibilidad
e Capacidad
e Latencia de comunicacion
e Utilizacion de recursos para cada aplicacion
e Deteccion de fallas
e Cuellos de botella
‘ e Resolucién automatica (en algunos casos)
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Supervisar el Visualizar mapas de red

Identificar problemas y funcionamiento de que lo ayudan a
puntos criticos de una dispositivos finales e verificar la eficiencia de
infraestructura de red. intermediarios de la la red y consultar

red. informacion detallada.
G N\l U\ J

02‘“9 VERACRUZ

mee LR seY w00 ofoREL - SEP 4y

L7 DELESTADD NS oo

Educa




SERVICIOS

Envio de alertas

* Rojo — Critical

* Amarillo —Warning

 Verde — Normal
Planificacién de actualizaciones en la red
Solucién de problemas automaticamente (en algunos
Casos).

<Nag®Vis open actions Editmap options Usermenu Choose Language ¢Necesita Ayuda?
Vs e
CONTADURIA ENFERMERIA
ARQUITECTURA e
= Monitoreo de AP Conta-A2 Enfermeria-A1 P Biologia-A1
4 BIOLOGIA-4 Biologia-A2 || USBF-COR1
Conta-A7 Conta-A3
Enfermeria-a2 o Enfermeria-a3 ? 1 k4
Conta-At ENFE2 A2 ArukAd: AubA3 | | B Biokogia-A6 7| USBICOR2
= = F== Biologia-A3
Conta-A8 Con Equipo (Uitimo Refresco de Estado: 2018-07-10 17:11:37)
e Nombre de Equipo  Conta-Ad (Aulas Edificio 1 (ARUBA 225)) B000EA5  gigogia-At

Estado UP (HARD - 1/10)

PING OK - Packet loss = 0%, RTA = 1.61 ms
2018-07-10 17:08:30

n  2018-07-10 17:13:30

do  2018-06-27 10:11:46
upP
men de Salida El equipo esta UP. Contains 1 OK Servicios.
Nombre del Servicio Estado Salida

PING ’:\;\16 OK - Packet loss = 0%, RTA = 1.70

vivE-z

VICE-5

Fig. 2 Envio de alertas
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COMPLEMENTOS

Plugins — supervisan los componentes de la red
devolviendo los resultados a Nagios Core.

Open Actions Edit Map Options Usermenu Choose Language ¢Ni

HYPER-V (220.10) HYPER-V (220.38)

m Monitoreo de AP DCORIUVD1

@ Servidores de Red

DCORIUVD2

DCOR Equipo (Ultimo Refresco de Estado: 2018-07-10 17:06:41)
DCORIUVD3 (SITE USBI)
PING OK - Packet loss = 0%, RTA = 0.44 ms
2018-07-10 17:03:58
2018-07-10 17:08:58
2018-07-03 17:09:38
uP

DHCP

El equipo esta UP. Contains 8 OK Servicios.

Salida

DHCPFCQORI

Active Directory Domain

i
Services Isass.exe: Running

microsoft.activedirectory. webservices.exe: Running

¢\ - total: 199.66 Gb - used: 16.35 Gb (8%) - free 183.31 Gb (92%)

Active Directory Web Services
C:\ Drive Space

CPU Load “ CPU Load 3% (5 min average)

DNS dns.exe: Running

Memory Usage Memory usage: total:4799.59 MB - used: 2782.07 MB (58%) - free: 2017.52 MB

NSClient++ 0,4,1,73 2012-42-17
Uptime Xl svstem ustime - 36 day(s) 0 hours) 30 minute(s)

NSClient++ Version

Fig. 3 Componentes de red
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Nagios’

General

Home
Documentation

Current Status

Tactical Overview
Map (Legacy)
Hosts
Services
Host Groups
Summary
Grid
Service Groups
Summary
Grid
Problems
Services (Unhandled)
Hosts (Unhandled)
Network Outages
Quick Search:

Reports

Availability
Trends (Legacy)
Alerts
History
Summary
Histogram (Legacy)
Notifications
Event Log

System

Comments
Downtime
Process Info
Performance Info
Scheduling Queue
Configuration

NagVis — permite la visualizacion de los
componentes de red a través de mapas de
esta.

Monitoreo AP's Aquitecturz

Monitoreo AP's Biologia Monitoreo AP's Idiomas

Fig.
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Host Status Services Actions Host Status Services Actions Host Status Services Actions
ARQUITECS UP ok ] Q@ B & sowocnt wp [Tok ] Q@ B& o pown  [HICRTICAR| C\ B&
Arqui-At v mmoam B A sooccss v moam VFES S
Arqui-A2 up Q@ B A Bokgsar UP Q@ B4
Arqui-A3 up ok ] Biologis-A2  UP. ok ]
Arqui-A4 uP 1ok ] Biologia-A3  UP. [Tok ]
Biologia-A4  UP. 1ok ]
Biologia-A5  UP. [dok ]
Biologia-A6  UP. 1ok ]
Monitoreo AP's Idiomas Or Monitoreo AP's CUA . Meonitoreo AP's FC
Host Status Services Actions Host Status Services Actions Host Status Services Actions
ooor uwe  mom QFEBR & usB v mom FEB & aumcas2 wp o FEB R
ooor uw  mom FES & uss v mem YEEB R Qumcas-at up o REB R
VICE-3 v meam YRR Quimess-2 up okl RFEB &
VICE4 v mem YFEE R Quimecas-z up ok RFEB &
Quimecss-¢ up o RFES R
Quimicas-AS  UP mem @ BR
Quimicas-A6  UP 1ok ]
Monitoreo AP's Contaduria (Conta) Monitoreo AP's Enfermeria (Enfermeria) Monitoreo AP's FIME (Ingenieria)
Host Status Services Actions Host _Status Services Actions Host  Status Services Actions
Conta-Al |UP ENFE-3 v mom B8R neat wp  mom FEB R
Conta-A2 |UP Enfemeriaa1 UP okl QFAB R nea ve  mom FEB R
Conta-A3 UP Enfermeria-A2 UP ok Q @ 3 & ING-A3 UP oK ] Q @ S .ﬂ
Conta-Ad  UP birg tinea — 2F8 & neas wp  moE FEB A
Conta-AS |UP Bl 2 1S
Conta-A8  UP : 27
contns? [0 S e :
Monitoreo AP's Medicina (Medi . et logi i AP's USB
Host Status Services Aci A s Host Status Services Actions
Medicina-A1 e Q gB& USB 41 r- Q@Q&
Mediing A2 e W ez v oA FE &
Medicina.A3 8& vss o v o FER &
Medicina-Ad owntoas up  moR FFEE & use « v o FEB A
Medicina-AS ownoas up  [oE NFEB R
Monitoreo AP's Vicerrectoria (Vice) Linux Servers (linux-servers) Windows Server (windows-servers) :
Host Status Services Actions Host Status Services Actions Host Status Services Actions 3
oenat v o FELB & ocahost P [EoE G & DCORIUVD1 |UP ?,
veez wvr  mom YFEB K DCORIVE2 |UP &

4 Mapa de la red
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PNP4Nagios - genera
estadisticas del
rendimiento de los
componentes de la
infraestructura de red.

Fig. 5 Estadisticas de la red
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| Service details Conta-A5 -> Host Perfdata

0'?1':20 11:40 12:00 12:20 12:40 13:00 13:20 13:40 14:00 14:20 14:40 15:00
O Round Trip Times -nan ms Last -nan ms Max -nan ms Average
O warning 3000.000000ms
B Critical 5000.000000ms

Datasource: Packets Lost o ®

£

Packets lost

120
100
80
60
40
20

Packets lost

11:20 11:40 12:00 12:20 12:40 13:00 13:20 13:40 14:00 14:20 14:40 15:00
[ Packets Lost -nan % Last -nan % Max
O Warning 80%
B Critical 100%

-nan % Average

/ 10010

YINIII0 1801

Host: Conta-AS Service: Host Perfdata Search
4 Hours 10.07.18 11:18 - 10.07.18 15:18 |
Datasource: Round Trip Times o+ @ (4| | (actions
Ping times g Eﬂ n?q] : | 8 @
1.0 g i o
0.8 g My basket
< 0.6 o ket i
g L g Basket is empty
0.2 g

Status

Host: Conta-AS
Service: Host Perfdata
Last Check: 05.07.18 17:06

Time ranges

@ Qverview
714 Hours
@25 Hours
7 0ne Week
(#0ne Month
(@ 0One Year

Services

# @ Host Perfdata
# @PING

T e

Host: Conta-AS Service: Host Perfdata
25 Hours 09.07.18 14:18 - 10.07.18 15:18

£

Datasource: Round Trip Times o B
Ping times
10
0.8
< 0.6
E 0.4
0.2
0.0+ T d
Mon 18:00 Tue 00:00 Tue 06:00 Tue 12:00
O Round Trip Times -nan ms Last -nan ms Max -nan ms Average
O Warning 3000.000000ms
W Critical 5000,000000ms

/ 00.LaHY

YINIL30 1801
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Nagios

General

Home
Documentation

Current Status

Tactical Overview
Map (Legacy)
Hosts
Services
Host Groups
Summary
Grid
Service Groups
Summary
Grid
Problems
Services (Unhandled)
Hosts (Unhandled)
Network Outages

Quick Search:

[ 1

Reports

Availability
Trends  (Legacy)
Alerts
History
Summary
Histogram (Legacy)
Notifications
Event Log

System

Comments
Downtime
Process Info
Performance Info
Scheduling Queue
Configuration

v  Network Map for All Hosts

ngreso

Itidisciplinario

Name: Conta-A4
Alias: Aulas Edificio 1 (ARUBA 225)
Address: 148.226.91.63
State: up
State Duration: 13d 7h 1m 5s
Last Status Check: Tue Jul 10 17:08:30 2018
Last State Change: Wed Jun 27 10:11:46 2018
Parent Host(s): None (This is a root host)
yd Immediate Child Host(s): 0
2 Services: ok: 1

Click node to collapselexpand its children
Shift-click node to make it the root
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iGRACIAS!

M.E.I. Eric Onofre Ruiz
M.R.T. Ricardo Castro Valdivia
T.S.U. Oscar Alejandro Del Rio Cobos

UNIVERSIDAD TECNOLOGICA DEL CENTRO DE VERACRUZ
Programa Educativo de Ingenieria en Tecnologias de la Informacion
Cuerpo Académico: Tecnologia y Software para el mejoramiento de la sociedad.

eric.onofre@utcv.edu.mx, ricardo.castro@utcv.edu.mx, 12234 @utcv.edu.mx
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